University Policys.2 Data, Information Accesand Security

Executive Summary

The purpose of this policy is to provide general guidance on the protection of University data
and information being processed by manual as well as automated systems. The policy also sets
forth the responsibilities for data and information security foriadlividuals and departments

at Alabama A&M University that access, process, or has custody of University data.

|. Purpose

The purpose of this Policy is to provide general guidance on the protection of University Data
being processed by manual and automatsdtems, and to describe the responsibilities of the
Provost/Vice Presidents, and of custodians, managers and users of University Data for
protecting the records and reports generated by these information processing systems.

[I. Definitions
For the purposesf this Policy:

A. An “Information Custodian” is an individual designated with control over and
responsibility for a specific set of University Data.

B. An ‘Information Manager is an individual or office designated by an Information
Custodian to maintain secity controls over a specific set of University Data.

C. An ‘Information Usef is anyone using University Data as a part of his or her job or
another Universityrelated activity.

D. “University Datd is defined as all information content related to the businekthe
University that exists in electronic, digital or paper forithe degree of protection
required for different types of University Data is based on the nature of the data and
compliance requirementsThe following three classification levels will used for
classifying University data:

1. Confidential Data:Confidential Data is University Data for which unauthorized
disclosure or unauthorized modification would result in significant financial loss to
the University, impair its ability to conduct business, or result in a violation of
contractual agreements or federal or state laws or regulations, including, but not
limited to, the Family Educational Rights and Privacy Act (FERPA), the State
Personnel Act, the Federal Privacy Act, the Health Insurantabitty and
Accountability Act (HIPAA), the GrarmmachBliley Act (GLBA), and Payment Card
Industry Data Security Standard (PCI DSS). Exai@pt@alSecurityNumbers,
paymentcardnumbers medicalrecords studentdatathat is not considered
directoryinformation,information protectedby non-disclosureagreements,
confidentialresearchdata.

University Policy 2. Data, InformationAccess & Security Policy Alabama A&M University



University Policy 2. Data, Information






3. Complying with all security controls established by the Information Custodian and/or
Information Manager,

4. Avoiding disclosure of Confidential Data or Sensitive Reatenauthorized persons
without the permission of the Information Custodian or Provost/Vice Presjdard

5. Annually identifying any new databases or information systems which have been
created or acquired by them for use by more than one person and theago
Confidential Data or Sensitive Data, and reporting such databases or systems to the
appropriate Information Custodian.

V. Implementation

TheChief Information Officer (CIO) for the Division of Information Technology Services is
responsible for developing security procedures and guidelines pursuant to this Policy, ensuring
that such procedures and guidelines are published and distributed to all Information Users, and
conducting periodic reviews of such procedures and guidelifiégs Policy and all supporting
procedures and guidelines will serve as the standards of information and data security to be
applied by Information Custodians, Information Managers and Information Users and will be
the basis for compliance monitoring, review and audit.
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